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ABSTRACT
This paper describes a new user interface, called a
fingerprint user interface (FUI), which employs
fingerprint recognition. While the unique feature patterns
of fingerprints have mainly been used for personal
identification, the FUI is unique in that it uses not only
the differences among fingerprint patterns of different
persons, but also the differences among the ten fingers of
a single person. In the FUI, the system identifies the
finger that has operated (touched) an input device
through pattern matching of fingerprints and it performs
the task assigned to the identified finger. Since users are
able to specify different tasks by using different fingers,
they feel as if commands and data objects were actually
held on their fingers.

KEYWORDS: Fingerprint recognition, multimodal user
interfaces, multi-computer user interfaces, input devices.

INTRODUCTION
Most electronic machines, such as computers, industrial
control systems and appliances, are designed so that they
can be operated by pushing buttons (keys) or by touching
touch-sensitive screens with fingers. Although there are a
lot of opportunities that fingers touch input devices, the
interactions between the fingers and the input devices are
very poor. On a button-based human machine interface,
for example, a user’s finger simply provides a trigger for
executing commands assigned to the button.

This paper proposes a new user interface, called a
fingerprint user interface (FUI), that enhances finger-
machine interaction capability by using fingerprint
recognition technique. The system identifies which finger
is being used to manipulate (touch) an input device with
fingerprint recognition, and it performs the task that has
been assigned to that finger. This framework of a FUI
enables a user to virtually hold commands in his/her own
fingers. Since a user is able to indicate different

commands through the choice of the finger even in
pressing a single button, the user can operate the system
as if he/she could transfer the commands, attached to
his/her fingers, to the system. Similarly, the fingers can
virtually hold data objects. With the FUI, an object
selected on an editor can be assigned to a specific finger
that touches a “store in finger” button and it can be
inserted into the editor only when the same finger touches
a “get from finger” button. In this case, user’s fingers can
function as a data storage that exchanges data objects
with the system.

In order for the FUI to be able to capture the fingerprint
pattern when a finger has touched an input device,
fingerprint scanners would naturally have to be included
in the construction of such devices, e.g. on the button
surfaces. At present, however, fingerprint scanners are
often too large to be included in that ways within the user
interfaces of such systems as hand-held computers and
portable telephones. Nonetheless, in order to test the
effectiveness of the FUI concept, we have developed a
prototype FUI system consisting of a notebook computer
and an optical-type fingerprint scanner.

In the following sections, we first consider the FUI in the
light of related work, and next explain its concept, design,
and usage. We also describe our prototype system, and
finally discuss the usability and operability of the FUI.

RELATED WORK
Since fingerprints have unique feature patterns, they have
been used for personal identification and authentication.
Many security systems and entrance management systems
are based on the fingerprint recognition technique [5] [6].
The FUI is the first attempts to apply the fingerprint
recognition technique to the user interface field. It differs
from the personal identification systems in that it uses not
only the uniqueness of the fingerprint patterns of
different persons but also that of the ten fingers of a
single person.

From the viewpoint of user interfaces, a FUI can be
categorized as a multimodal user interface [8] that
enables a user to interact with a computer using such
modalities as speech, gestures, facial expressions and eye
direction [1] [2] [3] [11]. The FUI introduces a new
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modality, finger types.

In the multimodal systems, the speech has been the most
widely used modality. This is because it is the most
natural means for human communications and it is able to
convey various types of information. However, the
speech-based interface is inappropriate for the use in
public places, because it might disturb others and it might
leak the contents of user’s work. Although FUI has less
capability for conveying information than the speech-
based interface, it can be used in public without any
trouble.

Pick-and-Drop [10] is a pen-based direct manipulation
technique for multi-computer environments, which
allows a user to virtually hold a data object in a pen that
does not have storage capabilities. In Pick-and-Drop, an
object, pointed by the pen on one display, is bound to the
pen ID. When the pen next touches another display, that
object is moved/copied to it via a network. That is to say,
the user can manipulate the object as if it were stored in
the pen.

Although the concept of a FUI for object manipulation is
similar to that of Pick-and-Drop, it has several
advantages. First, the FUI does not require special tools
to manipulate objects, because users’ fingers can be used
in place of the ID-recognizable pen of Pick-and-Drop.
Moreover, the FUI does not need the ID management,
which is required in Pick-and-Drop. It becomes
increasingly laborious to guarantee the uniqueness of
pen-IDs, when the number of pens increases. The
necessity of such an ID management task is eliminated
with the FUI, because of the inherent uniqueness of
fingerprints; this is an important advantage.

Another advantage of FUIs is that a user can possibly
handle up to ten data objects simultaneously by using ten
fingers. This can be done also in Pick-and-Drop by using
ten different pens. However, using multiple pens is not a
realistic approach. Furthermore, FUI enables a user to
specify several different commands at a single input
device, by assigning commands to fingers. Such a user
interface cannot be built by a pen-based Pick-and-Drop

method.

FINGERPRINT USER INTERFACE
Basic Concept
A FUI is a user interface that employs fingerprint
recognition. Using the FUI, a user can specify different
tasks by using different fingers for operating an input
device. Since all fingers of a single person have unique
fingerprint patterns, the finger used for the operation can
be identified through the matching of the fingerprint
patterns.

Figure 1 shows the basic architecture of the FUI. The
fingerprint image is captured when the finger touches the
fingerprint scanner incorporated into the surface of an
input device. If the captured image matches the one of the
template fingerprint patterns registered in the finger ID
table, the corresponding command or the data object is
sent to the operation-target system.

This architecture for identifying a finger touching an
input device leads to new types of interactions between
fingers and input devices. One of the main characteristics
of FUI is that users can manipulate commands and
objects as if they were actually attached to the users’ own
fingers.

Suppose a push-button interface to start one application
out of three. In a conventional user interface without
fingerprint recognition, three different buttons are needed
to specify three different applications (Figure 2a). With a
FUI, however, a single button is sufficient to specify the
application. It is determined depending on which finger
pushes the button (Figure 2b). The user can indicate the
applications as if he/she held them in his/her own fingers
and sent them to the system.

Figure 3 shows another example of using a FUI. When
the finger touches the fingerprint scanner, the texts
assigned to each user’s finger are inserted into a
document in a text editor. This makes the user feel as if
the data were being stored in the fingers and it were
copied from the fingers to the editor. The user can use
his/her own fingers just as a virtual data storage.

Fingerprint
Scanner

Fingerprint
Image

Matching
Module

Command or
Data Object

Operation-Target
System

Template
fingerprint pattern

Finger ID Table

P1 (left forefinger)

Command or
data object

Com1

P2 (left middle) Obj2

Figure 1: Architecture of fingerprint user interface.
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Figure 2: Comparison between two types of user interfaces.
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“sakura@cl.nec.co.jp”

“ Atsushi Sugiura
 C&C Media Research Laboratory
 Email: sugiura@cl.nec.co.jp”

Dear Sakura,

I will eat dinner at home
tonight.

Atsushi Sugiura
C&C Media Research Laboratory
 Email: sugiura@cl.nec.co.jp

To:

Subject:

sakura@cl.nec.co.jp

Dinner

“Dear Sakura,”

Figure 3: Using fingerprint user interface as virtual storage.

Designing a Fingerprint User Interface
As shown in Figure 1, the core components that compose
a FUI are fingerprint scanner, the matching module for
the fingerprint recognition, and the finger ID table. In
addition to these, we incorporate two functions into the
FUI to facilitate using it: visualizing commands/objects
assigned to fingers and animating their virtual flow.

Incorporating Fingerprint Scanners:  The most critical
issue in the FUI design is how fingerprint scanners can be
incorporated into input devices. Since the fingerprint
pattern is captured when the finger touches the input
device, it is required that the scanner should be put onto
the surface of the device. So, the range of applications, to
which FUIs can be applied, depends foremost on the size
of the fingerprint scanners.

The most popular scanner to obtain a live-scan fingerprint
image is an optical-type scanner, which consists of an
assembly of an LED light source and a CCD placed on
the other side of the glass plate. The CCD camera
captures a fingerprint image illuminated by the LED light
source. Since, however, the optical-type scanner needs
some volume to ensure the light reflection, there is a
certain limit for the size reduction. Actually, the current
average thickness of the optical-type fingerprint scanner
is 3-4 cm. This prevents the scanner from being
incorporated with the push-button surface of such small
machines as a portable telephone and a hand-held
computer. It can, however, be used as a touch-sensitive

button1 embedded in larger machine. Our current
experimental system uses an optical-type scanner (details
later).

Semi-conductor fingerprint scanners [7] [9] [12] have the
possibility to solve the size problem. The scanner of
Veridicom [13], based on sensing differential capacitance,
is only 3 mm thick. This could be incorporated into a
push-button surface. The reduction in the scanner size
would expand the application domain of FUI.

However, these currently available scanners do not allow
direct manipulations of objects in FUIs. To make the
direct manipulations possible, a touch-sensitive screen
must have a fingerprint scanning capability. If such a
screen were developed, the user could pick up an object,
pointed by a finger, directly from a screen to the finger.
Also, the user could send a message (command) from a
finger to the pointed object.

Fingerprint Recognition:  The fingerprint, obtained by
the scanner, is identified using pattern recognition
techniques. Many fingerprint identification methods have
been proposed for the purpose of personal identification,
and two main methods are currently available: the
minutiae method based on the matching of fingerprint
feature patterns (ridge ending patterns and ridge

                                                          
1 In this paper, we call a button-like input device, operated by

touching it without actually pushing it, a touch-sensitive
button.
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bifurcation patterns of minutiae) [6], and the image
matching method based on the shading patterns of a
fingerprint image [14].

These two methods can be used in FUIs, but there is a
trade-off between accuracy and recognition time.
Generally, the minutiae method is more accurate but
needs more time for recognition than the image matching
method. In the minutiae method, it is necessary to extract
fingerprint features from the captured image before the
actual matching. This feature extraction process makes
the recognition time longer.

Although the slow response of the minutiae method
might irritate users, we chose the minutiae method for our
experimental system because of its high accuracy of
identification. We feel that user operations would suffer
more from the misidentifications of fingerprints that
cause the executions of undesired commands, rather than
from the slow response of the system.

Constructing a Finger ID Table:  In order to use the FUI,
it is necessary to create a finger ID table in advance. That
is, a template fingerprint pattern for each finger has to be
registered, and the registered patterns have to be bound to
the corresponding commands or data objects.

The template patterns can be registered by having the
user pressing each finger onto the fingerprint scanner.
Since the registered patterns can be commonly used from
different applications installed on the same machine, the
user does not have to register the patterns repeatedly for
all applications. The commands and data objects can be
assigned to the fingerprint patterns for each application
separately.

In some cases, the template pattern can be naturally
acquired through a sequence of user operations, without
such pre-registrations. This can be seen in a finger memo
application described later.

Visualizing commands and objects:  One problem of
FUIs is that commands and objects bound to fingers are
invisible. In a graphical user interface (GUI) environment,
users can surely specify their desired commands because
the command names are displayed on icons or menus. In
the FUI, however, the user is required to memorize the
commands assigned to each finger. Also, FUI has the
problem of misidentifying fingerprints. If a fingerprint is
falsely identified, an undesired command will be
executed. Therefore, FUIs should provide a mechanism
that allows the user to cancel an operation halfway in
case the system is about to execute unintended tasks.

In our design of FUIs, the command or the object
assigned to the users’ fingers is displayed on a screen so
that the user can confirm it (Figure 4). In the
configuration that a fingerprint scanner is incorporated
into a push button, the command would be displayed
when the finger touches the button surface. If the user-
intended command is displayed, the user pushes the

button to actually execute the command.

When using a fingerprint scanner as a touch-sensitive
button, the system intentionally employs a certain time
difference between the finger first touching the scanner
and the actual execution of the command, in order to give
users the opportunity to confirm the command. Namely,
it is executed after the user keeps touching the scanner
for more than a certain fixed time period. If the undesired
command is displayed, the user simply takes the finger
off the scanner so that the command is not executed.
Otherwise, the user keeps touching the scanner until the
command has actually been executed.

  
Figure 4: Dialog for displaying commands and
objects held on fingers.

Animating virtual flow of commands and objects:
When a task assigned to a finger is actually executed, a
FUI animates the virtual flow of the command or the
object from the finger (the nearest position on a screen to
a fingerprint scanner) to an application, as shown in
Figure 5. This animation is helpful for users to
understand the concept of the FUI.

Fingerprint scanner

Figure 5: Animation of the virtual flow of an object.

Usage of Fingerprint User Interfaces
Although the concept of FUI is simple, it is useful in
many situations. The usage of a FUI can be divided into
two ways: assigning commands to fingers (finger
command) and virtually storing data objects in fingers
(finger storage). Table 1 and Table 2 show examples of
the finger command applications and those of finger
storage applications, respectively.

74



Usage as Finger Commands:

z Modeless operations.
The simplest usage of FUI is to support modeless
operations. Many user interfaces employ mode
conversion method to make it possible to specify
many commands with fewer buttons or keys. In a
GUI environment, such as Windows 95, object
selection modes are converted by using key pressing.
While a mode for single object selection is indicated
by a simple click of a mouse button without key
press, multi-selection and regional selection modes
are indicated by pressing a Shift key and a Ctrl key,
respectively. In a FUI, however, such mode
conversions are unnecessary. If a fingerprint scanner
is incorporated into the mouse button surface, the
modes can be specified by finger types that click the
mouse button (e.g. the regional selection is specified
by a mouse click with the middle finger). This
enables a single hand operation. It is not needed to
use both hands for pressing the key and clicking the
mouse button at the same time.

z Operations without looking at an operation panel.
A FUI also helps a user to manipulate input devices
without looking at them. Consider the case of
operating a car stereo while driving a car and
looking directly ahead. In this case, it is difficult to
find the target button without actually looking at the
operation panel, even though the rough position of
the stereo can be found by groping. In FUIs, if only
the user memorizes the commands assigned to each
finger, the user can operate the stereo by roughly
finding its position and then simply touching it with
different fingers. Moreover, the FUI is also useful
for operating machines in darkness and
manipulating them in a bag. It might also be useful
for constructing user interfaces for the disabled.

z Concealing commands from other persons.
Another interesting characteristic of the FUI is to
enable the user to conceal the command the user
specified from other persons. Suppose the case, for
example, where an exhibitor gives demonstrations
to many different visitors at an exhibition. In
exhibitions, it is common to give different
demonstrations according to the titles and the
departments of visitors. The FUI allows the
exhibitor to choose different demonstrations simply
by pushing a button with different fingers, not
pushing obviously different buttons in front of the
visitors. This prevents visitors from knowing that
the exhibitor is discriminating. In another case, at
the check out counters of convenience stores,
cashiers have recently been inputting customers’ sex
and age judging from their appearance in order to
obtain marketing data. With the FUI, these inputs
can be hidden from the customers.

z Minimizing the number of buttons.

A FUI makes it possible to specify multiple
commands by using only a single button. In other
words, the FUI can minimize the number of buttons
necessary in operations. This characteristic of FUI
would be useful for the user interfaces of small
machines that do not have enough spaces to place
many buttons, such as pagers, portable phones and
palm-top computers.

Usage as Finger Storage:  In FUIs, fingers can be used
as virtual data storage. For example, the fingers can be
bookmarks for Web pages by binding uniform resource
locators (URL) to each finger, that is, opening
“http://www.xxx.com” by the forefinger, opening
“http://www.yyy.com” by the middle finger, etc.
Likewise, they can be a telephone directory and an
address book. Similarly, attaching texts that are
frequently used for creating documents to fingers (Figure
3) is effective in situations where text is difficult to input,
for example, on pen-based user interfaces. Furthermore,
fingers can be used as cut buffers that allow a user to
keep multiple objects simultaneously.

The most interesting usage of a FUI is when a finger ID
table, managing fingerprint patterns and data objects, can
commonly be accessed from multiple computers
connected to the network. This configuration enables a
Pick-and-Drop-like operation on the FUI, called a finger
memo.

Figure 6 shows the actual and virtual flows of data in the
finger memo. When user’s finger first touches the
fingerprint scanner of one computer, the indicated object
(the object selected on the display) is bound to the
captured fingerprint and it is registered in the finger ID
table. When the finger next touches another fingerprint
scanner, the finger ID is identified through pattern
matching of the fingerprints and the object bound to the
identified finger is copied via the network. For the user,
the object appears to be copied via the user’s own finger.
Note that, in the finger memo, it is unnecessary to register
template fingerprint patterns and corresponding data
objects to a finger ID table in advance.

The uniqueness in fingerprint patterns among different
persons expands the application area of FUIs to kiosk
terminals used by unspecified persons. Suppose that a
finger ID table can be accessed from any kinds of
electronic machines, such as kiosk terminals, public
phones, and personal computers, as shown in Figure 7. In
such environments, it is possible to copy a phone number
in Email received at a home desktop computer to the
finger, go out with holding the number on a finger and
call the number using a public phone. On the contrary, if
the user finds useful information on a kiosk terminal,
such as an information terminal installed in a train station
and a book retrieval system at a library, he/she can bring
it back to a home desktop computer or a PDA. With the
finger memo, pens and memos are no longer necessary to
be carried.
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           Figure 6: Finger memo.               Figure 7: Use of fingerprint user interface on network environment.

Table 1: Usage of fingerprint user interface as finger command

Modeless operations  - Object selection: mouse button click (single selection),
            Ctrl + click (multiple selection),  Shift

{

click (regional selection)
 - Object move: Shift•{ drag (move), Ctrl•{ drag (copy)
 - Drawing tools: changing figure types by finger types
 - Operating a CD player by finger type (play, stop, fast-forwarding, rewinding)

Operations without
looking at operation
panels

 - Operations while driving a car
 - Operations in darkness
 - Operations of machines in a bag or a pocket
 - Operations while looking through a telescope or a microscope
 - User interface for the disabled

Concealing
commands from
others

 - Selecting demonstration formats at an exhibition
 - Inputting marketing data at a check-out counter
 - Setting off alarms: opening a cash register by pressing a button with the forefinger,
               informing the police by pressing the button with the middle finger

Minimizing buttons  - Minimizing the number of buttons of portable computers
 - Unification of remote controllers of TV and Video

Table 2: Usage of fingerprint user interface as finger storage

Usage on a standalone
environment

 - Bookmarks for Web pages
 - Phone directory
 - Keeping frequently used strings for document creation
 - Multiple cut buffers

Usage on a network
environment

 - Finger memo (Pick-and-Drop without pens)
 - Calling the phone number attached to a finger on a public phone
 - Bringing back information from a public terminal and saving it on a home
  desktop computer

EXPRIMENTAL SYSTEM
Implementation Details
We developed an experimental system to verify the
usefulness of the FUI. In this system, we currently use an
optical-type fingerprint scanner of NEC Corp. that can be
inserted into a PCMCI slot (Figure8). The size of the
scanner excluding the card is 3.3 cm wide, 6.2 cm deep,

and 3.1 cm high. Because of this size, only one scanner
can be inserted into the slot. Also, since the position of
scanner is fixed in the PCMCI slot, it cannot be used as a
push button, but only as a touch-sensitive button. When a
user’s finger touches the scanner, the system is notified of
the image-capturing event. The interface between the
scanner and the applications is provided by an ActiveX
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control, and the applications described in the next
subsection were developed with C++ on Windows 95.

To identify the fingerprint, the system employs the
minutiae method [6]. A matching score is calculated by
comparing the feature pattern of the captured fingerprint
with that of the template pattern. If the score is above a
threshold value, the fingerprint is identified.

The computer used is a B5-size notebook with 133 MHz
Pentium processor. With this 133 MHz processor, about
1.6 seconds are required for extracting features from the
captured fingerprint image, and about 0.06 seconds for
the matching of one fingerprint. So, if there are n
registered template fingerprints, it takes
1.6+0.06*(n+1)/2 seconds on average to identify the
finger (from scan to matching).

Example Applications
Due to the limitations on the experimental system, only
limited types of applications can currently be built. We
made three example applications: an operation of CD
player, a finger bookmark, and a finger memo.

Operating a CD Player:  The first application is an
example of a finger command application to operate a
music CD player according to which finger touches the
fingerprint scanner. As a CD player, we used the one
provided by Windows 95 (installed as cdplayer.exe). The
play, stop, fast-forwarding and rewinding are specified by
using the left index finger, the middle one, the ring one,
and the little one, respectively. Since these commands are
originally bound to finger types in this application, the
user simply has to register template fingerprint patterns to
use this application.

Finger Bookmark for Web Browsing:  A finger
bookmark is a URL repository built on user’s fingers.
When the finger touches the fingerprint scanner, the Web
page assigned to the finger is displayed on a Web
browser. With the finger bookmark, the user is not
required to open the browser’s bookmark and search it
for the target URL.

The finger bookmark not only has the feature of a finger
storage holding the URLs in each finger, but also has that
of a finger command operating as shortcuts for opening
Web pages.

Finger Memo:  A finger memo is a finger storage

application that allows the user to transfer a data object
among multiple computers by virtually picking it up with
his/her finger. We implemented it using two notebook
computers, each of which employs a fingerprint scanner.
These two computers refer to a common finger ID table
placed on the network.

With the FUI technique, the user can transfer the object
between two computers without using a pen that is
necessary in the original Pick-and-Drop. However, our
finger memo does not offer the capability of direct
manipulation of objects. In the Pick-and-Drop, the user
can pick the target object directly from a touch-sensitive
screen. To make direct manipulation possible in FUIs, we
would need a screen with the capability of scanning the
fingerprint when the finger touches it. In our current
implementation, the objects to be picked up are indicated
by using a mouse. The user first selects the object by the
mouse and next touches the fingerprint scanner to
virtually pick the selected object. On another computer,
the user indicates the position where the object is dropped
using the mouse, and touches the scanner to actually drop
it.

DISCUSSION
Usability as Finger Storage
Even in the current configuration of the experimental
system, users feel as if their fingers could hold data
objects by using the finger memo and the finger
bookmark. Although the finger memo does not have the
capability for direct manipulation, its usefulness is
obvious because it does not require a special tool, such as
an ID-recognizable pen of Pick-and-Drop.

As we mentioned, the finger storage is feasible even in
kiosk terminals in public spaces, used by anyone, without
the complex ID management of fingerprints. If all
electronic systems in a city, such as public phones and
electronic bulletin boards, would be connected to the
network, users could take objects anywhere with their
fingers.

Usability as Finger Command
The finger command user interfaces built on the
experimental system do not have distinct advantages over
the usual GUI environments, such as the Windows 95
desktop where a mouse and a keyboard are available.

The usefulness of finger bookmark is almost the same as
that of the URL shortcuts created on the Windows

   (a)                                            (b)
      Figure 8: Experimental system and fingerprint scanner.
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desktop. In the case of the CD player application, it is
better to click “ (play)”, “ (stop)”, “ (fast-
forwarding)” and “ (rewinding)” buttons by the mouse
than to use different fingers to operate the CD player. In
general, assigning a single function to a single button is
more natural than assigning multiple functions to a single
button.

The finger commands are expected to be useful in
somewhat special situations: operations on a small-sized
machine where a sufficient number of software icons and
hardware buttons cannot be placed, and operations of a
machine in a bag where users cannot look at the operation
panel. Suppose a case, for example, where a user browses
Web pages on a small-screen computer while standing in
a moving train. Since there is not enough space to place
URL shortcuts on the screen, the user is required to start
up a browser, open a bookmark, and search the list for the
target Web page. Such Web browsing tasks in the train
are heavy burden for the user. The finger bookmark on
the FUI would enable users to specify the target Web
page by a single action, just pushing the “Open URL”
button with appropriate fingers.

Also, suppose a case where a user manipulates a
headphone stereo in a bag, like Sony Walkman, groping
its operation panel. In this case, the fingerprint user
interface of our CD player application would be useful.
We conducted an informal experiment regarding the
operations of machines in a bag without watching the
operation panel. We observed that it was easier for
subjects to push a single button by using different fingers
than to grope the target button out of multiple buttons on
the panel.

A double click of a mouse button is another way to
specify multiple commands using a single button.
However, only two commands can be distinguished by
using single and double clicks. Although the triple click
allows users to deal with more than two commands, it is
difficult to click the button many times at short intervals.
With the FUI, the user can specify up to ten commands
by a single click (or touch) of an input device.

Operability
Through the verification on the experimental system, it
became clear that the FUI is inappropriate for tasks where
a fast input speed is required. To press a single button by
one of multiple fingers, the user must move the palm
position. Since the palm position relative to the input
devices cannot be kept constant, the FUI is not expected
to increase the input speed.

Furthermore, FUIs are unsuitable for the single hand
operations of palmtop machines. When the relative
position between the palm and the input devices is fixed,
it is difficult to move only the fingers right and left. In the
FUIs, it is necessary to operate a machine using both
hands (one hand for holding the machine and the other
for manipulating the input device), or the user has to set

the machine down and operate it using a single hand.

In the current FUI implemented on the experimental
system, users have to take care when pressing fingers on
the fingerprint scanner. In order that the system can
acquire enough number of features of fingerprint patterns
(ridge endings and ridge bifurcations) to identify the
fingerprint, a large area of the finger has to be placed on
the scanner. In the practical use, however, only a
fragment of the fingerprint image might be captured if the
user carelessly touches the scanner. For practical
applications, it would be necessary that a finger type be
correctly identified only from a fragment of the
fingerprint image.

Security
A critical issue in using FUIs is to ensure the security
against illegal use of stolen fingerprint data. Especially,
in the finger memo built on an open network, there is
dangerousness that the fingerprint data is stolen.
However, we consider that users do not seriously suffer
from the steals of the fingerprints for the following
reasons.

When using fingerprint data on the network, it should be
encrypted. Although there are still some fears that the
encryption is broken, the fingerprint data cannot be
mapped to the person’s name in the finger memo
application.

Moreover, even if the mapping is done unfortunately, we
speculate that the stolen fingerprint data cannot be used
from the network for the authentication of the mission-
critical systems, such as entrance management systems,
ATMs of the banks, credit card systems. This is because
these systems are built on the closed private network until
completely secure encryption methods are developed. In
other words, the systems that users seriously suffer from
the steals of fingerprints are not used on public
networks2.

Also, if replica fingerprint images, generated by decoding
the stolen fingerprint data, try to be used on the
fingerprint scanners, the system can reject such illegal
use by using techniques that discriminate between living
fingers and replicas [4].

However, we should discuss this issue carefully because
users cannot change their own fingerprint patterns just as
changing passwords.

CONCLUSION AND FUTURE WORK
This paper proposes a new user interface technique using
fingerprint recognition. The proposed fingerprint user
interface allows users to manipulate objects and
commands as if they were actually attached to their

                                                          
2 In the finger memo, there are also dangers that data is illegally
picked up and dropped using the stolen fingerprint pattern.
However, the dangerousness of using the encrypted fingerprint
data is the same as that of a password-based security method.
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fingers. Although the concept of the fingerprint user
interface is simple, it can be used in many situations.

One of our future works is to apply the FUI technique to
user interfaces of various systems. We have evaluated
only a few applications on the experimental systems
using the optical-type fingerprint scanner. We should be
able to develop more applications by incorporating semi-
conductor scanners into small input devices and evaluate
the effectiveness of FUI in various environments.

To make a FUI practicable, it is necessary to reduce the
time needed for the fingerprint recognition. In our current
system, it takes at least 1.7 seconds to identify a single
fingerprint. This long response time irritates users,
especially when they have to press the scanner repeatedly,
for example, for operating the CD player.

As mentioned above, the matching algorithm for
fingerprint patterns needs to be enhanced in order to
improve the operability of a FUI. So, even with only a
small number of features of the fingerprint pattern are
given, the fingerprint should be correctly identified.

Although this paper focused on a user interface technique
that uses the differences of a single person’s fingers, the
use of fingerprints for personal identification are also
relevant. Fingerprints can be a useful means for
personalization when multiple persons use a single
machine. We will investigate this issue in our future
research.
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